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Abstract
We consider the important computer security problem of outbreak detection,
where we want to place sensors (monitoring stations, probes) for detecting events
(computer viruses) spreading over a network. We show that such problems can be
modeled by the problem of simultaneously maximizing a collection of submod-
ular set functions. We show, how the SATURATE algorithm [3] performs near-
optimally in this setting, even if sensors can (accidentally or through adversarial
manipulation) fail.

1 Introduction
An important problem in computer security is outbreak detection in networks. In this problem,
we are given a network G = (V, E), and a process spreading dynamically over the network. We
can place a set of monitoring stations, which detect the events. Examples include detecting viruses
spreading over computer networks, monitoring municipal water distribution networks for contami-
nation detection [5], and even problems like selecting informative weblogs to read in order to detect
citation cascades [6].

More formally, we are given a set of outbreak scenarios I. Each scenario i ∈ I models an event
starting at a node s ∈ V and spreading over the graph. With each node v ∈ V , we associate the
detection time T (i, v) as the earliest time at which the event reaches node v. T (i, v) = ∞ if v is
never reached. We can place a set of k sensors at a set of nodesA ⊆ V , |A| = k. These nodes detect
the event i at time T (i,A) = minv∈A T (i, v). With each scenario i, we also associate a penalty
function πi, where πi(t) quantifies our loss if the outbreak is detected at time t. For example, we
can set πi(t) to model the monetary loss associated with servers failing due to the virus infection or
to model the amount of contaminated water consumed, if the outbreak is detected at time t. With
each scenario, we can then associate the reward function Ri(A) = πi(∞) − πi(T (i,A)), which is
defined over all subsets 2V , and quantifies the utility for placing sensors at locationsA. If no sensors
are placed, then no utility is obtained.

The goal in outbreak detection is then to place a set of sensors, such that the utility Ri is si-
multaneously maximized over all Ri. From this goal, one can formalize different optimization
problems. If one believes that outbreaks happen at random, then one can define an average case
objective Ravg(A) =

∑
i∈I P (i)Ri(A). If an adversary selects the outbreak scenario i know-

ing about our sensor placement (and hence picking the worst possible scenario i), our objective
is Radv(A) = mini∈I Ri(A).

Our goal is, given a budget k on the number of sensors we can place, to find a placement
A∗ = argmax

|A|≤k

R(A), (1)

where R is either Ravg or Radv .

2 Sensor placement algorithms
Unfortunately, both problems are hard [3]. The key to obtaining approximate solutions is to realize
that the objective functions Ri satisfy an important property, which we proved in [5]: Adding a
sensor helps more if we have placed few sensors so far, and less if we already have placed many
sensors. This property is formalized by the combinatorial concept of submodularity (c.f., [7]). A set
function F is called submodular, if for all A ⊆ B ⊆ V and s ∈ V \ B it holds that F (A ∪ {s}) −
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F (A) ≥ F (B ∪ {s}) − F (B), i.e., adding s to A helps more than adding s to a superset B. F is
called nondecreasing, if for all A ⊆ B it holds that F (A) ≤ F (B).

A key result about submodular functions states that the greedy algorithm, which iteratively adds the
sensor s to the set A of chosen locations such that F (A ∪ {s}) is maximized, is near-optimal: It is
guaranteed to obtain a solution AG, which achieves at least a constant fraction of (1− 1/e) ≈ 63%
of the optimal solution [7] – in fact, this is the best possible guarantee achievable in polynomial time
unless P = NP [1]. Since submodular functions are closed under nonnegative linear combinations,
the average case objective Ravg is submodular as well, and hence, the greedy algorithm solves
problem (1) near-optimally. It is also possible to use submodularity to obtain online bounds and
speed up algorithms [5].

Unfortunately, the adversarial objective Radv , which is far more relevant for computer security,
is not submodular. In fact, it can be shown, that in this setting, the greedy algorithm performs
arbitrarily badly. In [3], we consider the problem of solving Problem (1) for arbitrary nondecreasing
submodular functions Ri. We develop the SATURATE algorithm, which is guaranteed to find a sensor
placement A, for which Radv(A) ≥ max|A′|≤k Radv(A′), and |A| ≤ αk for some small α, i.e.,
finds a solution which obtains adversarial score at least as much as the optimal solution, at slightly
increased cost. Similarly to the greedy algorithm, SATURATE is shown to be best-possible under
reasonable complexity-theoretic assumptions [3].

3 Other applications and connection to machine learning
Sensor failures. The problem of maximizing the minimum over a set of submodular functions
arises in other settings as well. For example, in the outbreak detection problem, sensors might
fail, due to hardware failures or manipulation by an adversary. We can model this problem in the
following way: Given a submodular function F (e.g., the utility for placing a set of sensors), and
a set B ⊆ V , we define a new function FB(A) = F (A \ B). This set function corresponds to the
(reduced) utility if all the sensors at locations in B fail. It is easy to show that if F is nondecreasing
and submodular, so is FB. Hence, the problem of optimizing sensor placements which are robust
to sensor failures results in a problem of simultaneously maximizing a collection of submodular
functions, e.g., for the worst-case failure of k′ < k sensors we solve max|A|≤k min|B|≤k′ FB(A).

In fact, we can combine probabilistic/adversarial outbreak scenarios with probabilistic/adversarial
sensor failures in an arbitrary manner. For example, we can try to optimize for placements which
are robust against an adversarial virus infection, with probabilistic sensor failures, and vice versa.
The SATURATE algorithm can be applied to any such combination.

Connection to machine learning. One important problem in machine learning is feature selec-
tion. In feature selection, the goal is to select a subset of features which are informative with respect
to, e.g., a given classification task. One objective frequently considered is the problem of selecting
a set of features which maximize the information gained about the class variable Y after observing
the features A, F (A) = H(Y ) −H(Y | A), where H denotes the Shannon entropy. In [4], it was
shown, that in a large class of graphical models, the information gain F (A) is in fact a submodular
function. Now we can consider a setting, where an adversary can delete features which we selected
(as considered, e.g., in [2]). The problem of selecting features robustly against such arbitrary dele-
tion of, e.g., m features, is hence equivalent to the problem of maximizing min|B|≤m FB(A), where
B are the deleted features.

In [3], we draw other connections, e.g., to the problem of minimizing the maximum posterior vari-
ance in Gaussian Process regression and robust experimental design. We believe that the problem of
maximizing an adverarially chosen submodular objective function is relevant to a variety of security
and machine learning problems.
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